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Ordering Data Through ECHO

After identifying data of interest through catalog queries, you may place an order for that data if the data provider(s) allow it. To create an
order, it is critical that you understand the parts that make up an order.
An order is a collection of order items. Each order item consists of:

®* The GUID for the catalog item you wish to order
® The quantity of the item you wish to order

Other options associated with the item

Many catalog items belonging to many different providers may comprise a single order. Each provider may have its own validation scheme
and rules for creating, validating, and submitting their particular catalog items. To ensure appropriate validation — as well as to demarcate a
larger order for sending to each provider — orders are split up into smaller provider orders, sometimes called sub-orders. Each provider
order includes all the order items in a particular order that belong to a specific provider. Each provider order has its own provider order GUID,
a unique identifier comprised of the GUID of the provider and the GUID of the order that contains the catalog items for this provider. The
following figure shows the structure of an order.

ECHO Order Structure

ECHO is designed to support a variety of providers and their various ordering needs, which brings some complexity to the process of order
creation. The following figure illustrates the most commonly used and direct approach for creating and submitting an order.
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The most common way to obtain the catalog items needed for creating an order is through the ExecuteQuery operation found in the Catalog
Service. You can also specify how the results should be displayed. When doing so, ensure that the CatalogltemID tag is returned. The string
value under this tag is the actual catalog item GUID that you can use to order items from ECHO.

Order Options

Order Options use ECHO Forms (refer to http://www.echo.nasa.gov/data_partners/data_tools10.shtml for more information) for providers to
indicate additional information required from users in order to fulfill their orders, such as the media to put the ordered data on and the specific
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subset of the data to order. Providers assign Order Option definitions to catalog items. When you add an order item to an order that has
required order options, it must contain an option selection that corresponds to one of the assigned option definitions for the catalog item you
are ordering. See section 1.3 of the ECHO Forms Specification for more details.

To list the possible options for each catalog item, use the GetCatalogltemOrderinfomation operation on the

OrderManagementService. The operation returns one object called CatalogltemOrderinformation. This contains a list of catalog items and
a list of option definitions. Not every option definition in the list applies to every catalog item returned. Each catalog item is associated with
zero or more option definition GUIDs, which will be included in the list returned in CatalogltemOrderinformation. Use only one selection
from one of the definitions when you add a catalog item to the order. Use your discretion when choosing the definition to use for the order and
the selection from within that definition.

Sometimes a catalog item may not be orderable; GetCatalogltemOrderinformation will return an exception if any catalog item is
not orderable.

Not all catalog items have associated definitions, in which case they do not need option selections when ordering. However, if there
are any options that are required by a catalog item, you are required to fill them out before you can validate and/or submit the order,
or else an error will be returned.

The code listing below shows an example of getting the order options for two granules.

Code Listing 56: Getting Order Options for a Catalog Iltem

String token = "[token obtained fromlogin]";

/1l The items we're interested in

String[] catal ogltem@uids = new String[] { "Gl2345- PROV1",

" (23456- PROV1" };

Get the service O der Managenent Servi ceLocator | ocator = new

Or der Managenent Ser vi ceLocat or (); Order Managenent Servi cePort order Service
| ocat or. get Or der Managenent Ser vi cePort () ;
Get the order information Catal ogltenOrderinformation itemnfo =

order Servi ce. get Cat al ogl t emOr der | nf or mati on(token, catal ogltentaui ds);

In order to utilize the new description and sort key option definition fields introduced during ECHO 10.1, clients must use the new
complimentary operations. New operations are identified with the number 2, e.g. GetCatalogltemOrderinformation2 utilizes the new
OptionDefinition2 type. See the ECHO Web Services APl documentation for all instances.

Creating an Order

Once you have collected the catalog item GUIDs and associated options, you can create an order by calling the CreateOrder operation on
the OrderManagementService. Simply pass an array of item IDs to add to the order.

Common Selection

If you are adding one or more items to an order at the same time, and their selections are the same, you can choose a common selection for
the CreateOrder, AddOrderltems, CreateAndSubmitOrder, and UpdateOrderltems operations that will be applied to all order items
passed in without an option selection. This reduces the amount of data transmitted to ECHO and is less resource-intensive because ECHO
will need to validate the common selection only once.

For each item in the array, you should set the following parameters:

Parameters on a Catalog Item

Parameter Description

ItemGuid The catalog item GUID from the item's metadata



QuantityOrdered The quantity of the item you want to order
OptionSelection  Option selection that matches one of the option definitions associated with this item.

If no required option definitions are associated with the item, this will be an empty list.
The other attributes of Order Item should be empty when creating an order; ECHO will populate them automatically. ECHO will process the

request and return a GUID identifying the newly created order. The code listing below shows an example of creating a simple order.

Code Listing 57: Creating a Simple Order
Oderltenf] orderltens = new Orderltenf{?2]; orderltens[0] =

new Orderltem(null, null, "Gl2345-PROV1", null, (short) 2, null);
orderltens[1l] =
new Orderltenm(null, null, "@&3456-PROV1", null, (short) 2, null); String

order Gui d = order Service.createOder(token, orderltens,null);

Adding Order Items

Once you have created an order, you may add other items to it using the AddOrderltems operation. This operation uses the GUID of the
target order and a list of items to add. As with CreateOrder, the options other than those listed in the table above should be empty; ECHO will
process the additions and return a list of GUIDs identifying these additions. The code listing below shows an example of adding items to an
existing order.

Code Listing 58: Adding Items to an Existing Order

orderltems[0] = new Orderltem(null, null, "G&G4567-PROV1", null, (short)
2, null);
orderltenms[1] = new Orderltem(null, null, "&5678-PROV1", null, (short)
2, null);

order Servi ce. addOrderltens(token, orderCuid, orderltens,null);

ECHO assigns each item in an order a GUID unique to that order. For example, adding the same granule to two different orders will
produce two new GUIDs, one linking the granule to the first order and one linking the granule to the second order.

Updating Order Items

Once you have added an item to an order, you can modify the options or quantity by calling UpdateOrderltems and passing in the modified
items. In this case, you must fill in the GUID of each item since ECHO needs to findthe original item in your order to update it. To ensure you
are updating the appropriate item with the correct information, follow these steps:

® Call GetOrderltems to populate the data.
® Modify the desired order items.
® Pass the results to UpdateOrderltems.

The code listing below shows an example of updating an existing item.

Code Listing 59: Updating an Item in an Order

NameCQui d[] itenmNames = order Service. get OrderltenmNamesByO der (t oken,
order Gui d) ;

String[] orderltenfauids = new String[] { itemNames[O0].getCQuid() };
Orderlten]i] itens = orderService.getOderltens(token, orderltemGuids);
itens[0].setQuantityOrdered((short) 22);

order Servi ce. updateOrderltens(token, itens,null);



Removing Order Items

You may remove items from an order using the RemoveOrderltems operation as shown below:

...............................................................................................................................................................................

Code Listing 60: Removing an Item from an Order

i tenNanmes = order Service. get Order|tenmNamesByOr der (t oken, order Guid);
orderltemauids = new String[] { itemNanes[0].getGuid() };
order Service.removeOrderltens(token, orderltentuids);

Removing Orders and Canceling Orders

To delete a specific provider order(s), use the RemoveProviderOrders operation. You cannot delete orders that you have already submitted.
For post-submittal orders, a registered user can use the CancelOrder operation on the OrderManagementService to cancel an open

order.

Guest orders cannot be deleted in the post-submittal phase; the CancelOrder operation will delete the entire order, including all associated
orders.

Setting User Information for an Order

Every order must have its own user-specific information attached to it so that a data provider can process the order. Contact information,
billing, and shipping addresses are all required as well as user domain and region. Each order is independent of other orders, so user
information must be set up for each order created.

You may set up user information at any point in the order process prior to submission. User information is not required until you validate,
guote, or submit the order. If the required information is not present at that time, you will receive an error. You can set up user information for
an order by calling the SetUserInformationForOrder operation on the OrderManagementService.

Validating an Order

To ensure that an order is complete, with all the required options and user-associated information for that order filled out, ECHO validates all
orders when submitted or quoted. If you attempt to submit an invalid order, you will receive an error message. Currently, the message reflects
only the first validation error encountered; you need to fix the reported error and revalidate until the order is error-free. At this point, if you
change any aspect of the validated order before finally submitting it, then the order will again require validation. To validate orders, call Submi
tOrder or QuoteOrder. You can manually validate orders with the ValidateOrder operation in the

OrderManagementService.

Keep in mind that running the ValidateOrder operation may return a validation error related to one of the many provider-specific

validation rules, which may change over time. You should find the error messages complete enough to help you determine what aspects of
the order you need to correct.

Note that validation errors can occur if the order specified does not exist, or does not belong to you.

Requesting a Quote for an Order

Requesting a quote is an optional step that not all providers support. A quoted order provides a binding price for the order as a whole. The
binding quote response from each of the necessary providers may take a day or more to receive. You cannot make changes to an order while
it is in the quoting process. If you make changes to the order subsequent to the receipt of a quote, the changes may invalidate the quoted
price. You may request a quote from a provider by calling QuoteOrder.

Submitting an Order

Once you have fully validated an order and have made no subsequent changes to the order, submit the order to the system using the Submit
Order operation in the OrderManagementService.

Specify your preference for receiving order status information using one of the NotificationLevel choices shown in Table 10: ECHO Order
Notification Levels



ECHO Order Notification Levels

Notification Level Description
VERBOSE The system will e-mail you all provider order state changes and status message updates.

(See the next table for more on order state changes.)

DETAIL The system will e-mail you provider order state changes only.

INFO The system will e-mail you when a provider order is closed or canceled.

CRITICAL The system will e-mail you if the order fails during submission or is rejected by the provider.
NONE The system will not send e-mail.

If you do not specify any notification level for a registered user's order, ECHO will use your preference value. If you, as a registered user,
have not set a preference value, the default value is INFO. The notification for all guests' orders is also INFO.

Once an order transmits to the system using the SubmitOrder operation, ECHO sends each provider order contained within your order to the
appropriate provider. Each provider will decide whether to accept your provider order and how to process it.

Tracking and Canceling Orders

From this point on, you can track the status of an order using the GetOrders operation in the OrderManagementService. At any point before
the order actually ships, you may request cancellation of the order through the CancelOrder operation. You can then use the GetOrders ope
ration again to track whether you successfully cancelled the order.

When ECHO sends a request to a provider to quote, submit or cancel a particular order, both ECHO and that provider must have the same ID
for that order. ECHO identifies the specific provider order by the ProviderOrderGUID (which is the combination of the provider GUID and the
order GUID). However, the provider may also have its own ID system for tracking a particular provider order. As a solution, the provider order
in ECHO also contains a provider-tracking ID. When the provider receives the request from ECHO, the provider has the option to accept the
order GUID that ECHO has assigned to that provider order, or to provide ECHO with its own unique ID. If the provider does pass back its own
unique ID as the provider-tracking ID, then ECHO will use that ID in addition to the normal ECHO ProviderOrderGUID to refer to this provider
order. If the provider does not specify a tracking ID, then the provider order will be referenced using only the ECHO ProviderOrderGUID.

Order States

An order consists of zero or many provider orders. An order state is calculated based on the state of the individual provider orders that make
up the order. The table below shows the order states for orders made up of zero or one provider order or of multiple provider orders having
the same provider order state.

Order States with 0 or 1 Provider Order

# of Provider Orders Provider Order State  Order State
0 - NOT_VALIDATED

- Same as provider order state

QUOTE_FAILED QUOTED_WITH_EXCEPTIONS
1 QUOTE_REJECTED
SUBMIT_FAILED SUBMITTED_WITH_EXCEPTIONS

SUBMIT_REJECTED

Restricted or Deleted Order Items

Some catalog items you may order only with permission. Each provider sets the restrictions and permissions on catalog item ordering.
Providers may also delete catalog items at any time. Restrictions can apply to individual users, groups of users or all users. If a catalog item
is not available to you, executing the

CreateAndSubmitOrder, GetCatalogltemOrderIinformation, CreateOrder, or AddOrderltems operation with this catalog item will return an
error message indicating that it is not an orderable item. If an item becomes unavailable after you have created an order, you will receive an
error message when you invoke the

UpdateOrderltems, ValidateOrder, QuoteOrder, or SubmitOrder operation on that order.
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